Documentation for using 

Our Test IMAP System here at Cornell

Please note, by choosing to use the test system you agree that some changes may happen without a great deal of notice or may not work quite as you expect.  However you are getting early access to the new system and will enjoy its benefits before the general population.  We will make every reasonable effort to ensure its smooth operation and appreciate your taking the time to ensure this system works well.  Thank you in advance for your patience.  During the test period please send questions to cyrus@cornell.edu.
First let’s understand what we are talking about.  What is IMAP?  Why do we want IMAP?  What have we been using to date?  How do I get there from here?
Current:

To date when you have used Eudora and downloaded your mail you are using the POP (Post Office Protocol – Version 3, rfc1939) protocol to access your Email.  POP by design expects to download your mail from the server to your client.  You then use your client to read the messages that are stored locally on your workstation.  However once the messages are on your workstation it becomes an issue to access those messages from any other workstation.
What is IMAP:


Imap (Internet Message Access Protocol – Version 4, rfc2060) is a protocol that is designed to store messages and mailboxes on the server.  When opening a mailbox for reading you only pull across the headers of the messages.  You only pull across the entire message when you read the message.  So if you choose to delete a message after glancing at the From: and/or Subject: lines then the message doesn’t come over the network to your machine.  

Message deletion is different in IMAP, when you delete a message in IMAP it is only marked for deletion and not actually deleted until you Purge or Expunge the mailbox.
Why do we want IMAP?:


One clear advantage is that you can get at those messages from anywhere (and/or any machine) with an IMAP enabled client.  Here is a URL that goes into some depth comparing the two protocols, http://www.imap.org/papers/imap.vs.pop.brief.html.  
In Eudora there is the attempt to be able to access mail from anywhere with “Leave Mail on Server”, but that is a rather clunky attempt accomplish that goal since you still download the entire message everytime.
Authentication:

In short the type of authentication to be used is first negotiated with a protocol called SASL (Simple Authentication and Security Layer) initially defined in RFC2222.  SASL allows multiple authentication types to be allowed on a single port.  You don’t need to do anything to configure SASL, but be aware that is going on.  The test mail system is only used with Kerberos5.
Anti-Spam/Anti-Virus:


We are using PureMessage (formerly know as PerlMX) V3.0.1 from Activestate.  When you would have received a virus you will now receive a notice that a virus was quarantined and who that virus was from.  The PureMessage software analyzes each message and computes the likelihood of whether it is spam or not.  If a message is rated as 50 percent or greater that it is spam then a X-Perlmx-Spam: header detailing out why it is considered to be spam.  Here is an example:

X-Perlmx-Spam: Gauge=XXXXXXXXIIIIIIII, Probability=88%, Report="CLICK_BELOW, FROM_ENDS_IN_NUMS, HTML_FONT_COLOR_GRAY, HTML_FONT_COLOR_UNSAFE, IMGSPAM4, MAILTO_LINK, MSG_ID_ADDED_BY_MTA_3, RCVD_IN_OSIRUSOFT_COM, RCVD_IN_SBL, SPAM_PHRASE_05_08, WEB_BUGS, X_LIST_UNSUBSCRIBE, X_OSIRU_DUL_FH, __EVITE_CTYPE, __HAS_X_MAILER"

You will also see that the Subject: line has been altered and looks like this:
Subject: [PMX:####] BID NOW On These Seized Goods!
You may setup Eudora filters to filter on the Subject: header.  Each # sign represents 10 percent over 50 percent.  The more pound signs the higher the spam rating, the higher the spam rating the more likely it is spam.  We recommend that you filter spam into another mailbox (calling it “spam” is ok) and then just peruse the mailbox occasionally to see if mail that you consider not to be spam lands there.  Help on setting up filters is available through Eudora’s internal Help system or at http://www.cit.cornell.edu/computer/email/eudora/spam.html.
How do I get there from here?:


For now you need a client that can speak IMAPv4 and authenticate with Kerberos5.  If you really want to use POP and still try out the new system that is ok as well, however you will still need the new client since you will need Kerberos5.

Here are the steps to take:

1. Backup your existing Email installation.  If you don’t then you’re on your own.  I’d recommend you make a copy on your workstation in another location.
2. Change your preferred email address.

a. Go to Whoiam and select Electronic Mail Form.
b. Select Electronic Mail System Preferences Form.
c. If presented with a CUWebLogin screen then go ahead and login with your netid and password.

d. You should now be in the WhoIAm Electronic Mail Form.  You’ll want the third option which starts with I would like my electronic mail to go to some other account, or I would like it to go to more than one place.  You may either add the test system to your already configured email, or you may just replace the postoffice system listed there with the test system.  The test system is postoffice9.mail.cornell.edu.  For example my  preferred email address would be jwh2@postoffice9.mail.cornell.edu
e. Click Set it!  And your done with WhoIAM
3. Do a final mail collection, this pulls down the last of your mail from the postoffice server.  If you elected to have your multiple places then be mindful of that and be sure to periodically clean out the email on the server your not actively using.  The rest of the steps are PC centric although I would expect the Mac to work similarly
4. Install the Bear Access package by clicking on this URL.  http://salsa.cit.cornell.edu/packages/salsasrv1/add_bas_test_win95.salsacfg
5. Work your way up the Bear Access menus to the Top by clicking on the Top button.

6. Select Bear Access Test.
7. Select Updates and Extras.
8. Select Eudora Mail v5.2.  Go ahead and install the client.

9. Once Eudora is installed we need to configure it.  Start Eudora 5.2 and under Tools select Options.
10. In the Checking Mail category be sure the Mail Server field has postoffice9.mail.cornell.edu.  Check that your netid is correct in the Login Name field.

11. In the Incoming Mail category be sure the IMAP Mailbox Location Prefix says user.  Be sure the appropriate protocol is checked (POP or IMAP) and Kerberos is checked for the authentication style.
12. Lastly, in the Kerberos category the Service Name is imap and the Service format is %1/%2@%3.

Things to note, be sure to have already logged into Kerberos prior to trying a mail collection.  One way is to start Sidecar and login that way.  Kerberos5 doesn’t currently work with NATs on Windows, however a version of the Kerberos libraries that will be available soon.  MacOS X already has the appropriate libraries and you may login by using kinit –A <netid> if Kerberos is already setup on your system.  The –A flag tells Kerberos to use addressless tickets.
