OIT/CIT INFORMATION TECHNOLOGY SECURITY RESPONSIBLITIES  

DRAFT 4

In order to assure the privacy of our patrons and to protect information used in support of Cornell’s mission, all OIT/CIT staff are:

· Entrusted to be the principle stewards of information residing on their staff workstation(s)

· Entrusted to operate their staff workstation in a secure manner.   

While there is no one prescription for network or computer security, some minimum requirements include: backups; encryption key escrow; updated maintenance of virus software; the application and/or maintenance of any relevant patches; and the refraining from using non work related programs that have the potential to compromise security. If there is any question as to the level of security that is prudent for your system, you are encouraged to raise the question with your management and the/or the technical support group. Of course, even if you have taken prudent actions to assure the protection of your system(s), the chance for system compromise still exists.  In the case of a system compromise it is critical that you immediately report it to your management and to the Network Operations Center (NOC.) If your system was configured or set up by the technical support group, they should also be notified.  In turn, your management and the Information Technology Security Program will assist you in the containment and remediation of the problem. 

Optimum security cannot be achieved unless there is clear understanding that data stewardship and system security on your staff workstation rest, ultimately, with you. 

Detailed guidelines and support resources to help you achieve these responsibilities are provided in the regularly updated document:  Security Guidelines for CIT. 

